
The purpose of this paper is to help with a strategy to mitigate ransomware risk. 

This guide will firstly explain how the criminal profits of ransomware attacks have created an ecosystem 

that means this threat is not going away. It will then take you through five layers of defence that you 

should have lined up against this threat. You will have some of them in place already, but you must get the 

configuration and execution right. Getting some independent assurance that your defence is working as 

designed is crucial. 

THE RANSOMWARE ECOSYSTEM 

It is no longer necessary to explain to people what ransomware is, as a series of high-profile attacks 

have been newsworthy. The global value to criminals is counted in billions of dollars and has resulted in a 

thriving ecosystem that keeps it developing one step ahead of the defences. There is a market on the dark 

web where cybercriminals can sell access to compromised companies or wealthy individuals. 

The cybercriminal has found an initial access point (for example, they have placed malware on a computer) 

and used that access to establish what kind of a target they have hooked. A bigger gang will buy that lead 

and exploit it by expanding the compromise, stealing documents, and locking up systems. They will use 

platforms, processes, and software that is developed by big ransomware operators who host services on 

the dark web. 
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3. Alerting - most back-up services have anti-ransomware configuration and alerting. Does

yours have this and has anyone configured it? 

4. Coverage - as technology develops, so does the spread of where documents are held.

Are you confident your back-up captures all your documents. 

5. Completeness - imagine trying to complete a jigsaw puzzle without the picture on the lid.

The back-up needs to be a picture of the whole system, not just the documents. Otherwise, 

you could be down for weeks. 

Many of your systems may have DLPs that can be configured. These can prevent mass download of 

documents or at least let you know what has been taken. We have seen scenarios where the criminals 

have not actually taken anything despite claiming they had. Make sure you have correctly configured your 

case management system, Office 365 and firewall. 

LAYER FIVE - INCIDENT RESPONSE PLAN 

Many of the ransomware attacks we have been called in to deal with would have been mitigated by a swift 

and effective incident response plan. The moment you realise an attack is underway is the moment you 

need to be able to follow a rehearsed process and not be scrambling around just to get in contact with 

someone.

This is a large topic but here are six actions to get you started: 

1. Discuss the subject with a representative set of employees and allocate some

accountabilities. 

2. Make sure you know how to get hold of the right help quickly in an incident and make sure

that the contact list is kept up to date. 

3. Do an exercise to step through a ransom scenario. This will help you create a list of actions

to progress. 

4. Make sure your staff know their roles in an incident. This may be as simple as knowing

who to alert and how to disconnect their computer from the network/Wi-Fi/internet. 

5. Think about communication plans. Who is accountable for making sure the appropriate

people are informed. 

6. Consider a ransom payment policy or decision process.
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